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The audit trail can be considered a
continuous trail of evidence that links
individual transactions to summary
figures in the financial statements. It
represents a system of documentation
that makes it possible to trace the results
of an individual transaction through the
accounting records and into the finan
cial statements or that makes it possible
to take the results reported by financial
statements and to trace the amounts
back through the accounts to the basic
transaction. In a manual system the
audit trail takes the form of source
documents, journals recorded in
chronological order, ledgers that show
the current balance, work sheets, and
other files of information.
The introduction of computerized
record-keeping has caused some
changes in the form of the audit trail. In
some instances the source documents re
main unchanged and in those cases can
be used as they are in a manual system.
In other instances the source document
as it is known in a manual system is
eliminated. Some data-collection
techniques can capture data through use
of badge readers, tag readers, or keydriven operations and do not require ex
istence of a formal source document
beforehand. In these circumstances it
may be helpful to attach a printing
capability to the collection machine so
that it can create a substitute trail.
The Relation of Audit Trails and Data
Control Techniques
The use of an audit trail may vary
depending upon the user. For the in
stallation itself the audit trail may more
properly be called a reconstruction
procedure. For the use of the auditor
these records provide a means by which
results can be traced back to their
original transactions. The calculation of
control totals for data control can be
combined with the generation and use of
normal activity reports. For example, if
real-time transactions are used to up
date a master file as they occur and are
simultaneously being accumulated for
an activity report, it is possible to use the
totals of the activity report for a given
time period to check the new balance of
the master files at that same period. The
combination of master-record balances
at the beginning of a time period plus ac
tivity over the period as documented in
an operating report for that time should
provide an independent check of master
records at the end of the time period.
These balancing operations can be
done for each individual account in a
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given master file at the end of a specified
period of time or for the entire file. The
more detailed the checking facilities, the
more costly the checking process, and
the cost of maintaining more detailed
control records must be balanced
against the time required for reconstruc
tion and the importance of individual
record accuracy. In attempting to insure
that the transactions are valid, a great
deal of effort is expended to insure that
transactions are valid and are processed
against the right master files and to
provide sufficient material for file
reconstruction in those cases where it
becomes necessary. In some cases the
two objectives can be served by a single
procedure. An example would be a
transaction log or listing that can be
developed as part of the processing of
accumulating control totals.
A transaction listing can result from a
logging operation in real-time systems
or can be produced in a batch-mode
application as a part of the control-total

balancing operating. Frequently this
transaction listing can also serve as an
accounting or managerial report—for
example, an inventory activity report, a
cash receipts register, or a sales register,
as illustrated in Figure 1. In a batch
mode operation the total of this listing
can be compared against a batch control
sheet on a daily or batch basis. At the
end of an accounting period the control
sheets can be used to balance against the
accumulative or master files. As discuss
ed earlier, real-time systems can also ac
cumulate and produce transaction
listings or logs that can serve the same
function. In a real-time system,
however, the balancing of transaction
totals to master totals can be done con
tinuously and automatically by the com
puter. Further, the control record can be
generated by the system itself.
Transactions logs or listings serve
multiple purposes. They can be used as a
control and balancing tool; they can be
used as an aid in reconstruction if
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necessary; and they can also aid the
auditor without additional expense to
the installation and thus serve as an ex
cellent audit trail.
Replacement
of Traditional Documents,
Journals, and Audit Trails
Many records are no longer stored in
hard copy that is intelligible to human
beings. Data is stored instead in
machine-readable format, and in
termediate results are not printed.
Changes in the recording media and the
elimination of many clerical procedures
have combined to eliminate many of the
traditional audit trails by which in
dividual records can be traced forward
to final reports or back to the original
transaction.
Most computerized systems eliminate
the traditional chronological journal
found in manual systems. These can be
replaced functionally by the listing of
transactions or preparation of activity
reports. In a batch system where the
transactions are grouped for a given
processing period, the list can contain
all transactions, sorted by account
number or item number. In instances
where the transactions are not sequen

tially ordered, a straight transaction
listing is less useful. However, a techni
que of logging access to master records
and the transactions that impact master
records to produce a new balance can
accomplish the same end. Most
mechanized records or computerized
records do not contain within the
record an historical account of all
changes, or postings, to the records of
accounts involved. They show instead
only the most current balance. Thus by
keeping a log of all changes to account
balances in on-line systems, it is possible
to approximate the function of a ledger.
It should be pointed out, of course, that
this cannot be done without cost. Every
line printed that is not necessary to
calculate the new balance represents a
cost incurred for the sake of documen
ting the transaction.
The approach of logging all entries to
a given record is most useful in those in
stances where records are being updated
with unbatched transactions. In any in
stance where a batch of transactions is
maintained, the simple transaction
listing (which can be a by-product of the
editing and/or balancing process)
represents the least expensive form of
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documenting transactions. Many
applications produce various status and
other management reports that docu
ment the contents of various computers
at specified points in time. These reports
can also serve to provide some part of
the audit trail and to do so without ad
ditional cost. As shown in Figure 2, the
audit trail can take several different
forms.
The transaction log can be recorded
on machine-readable records instead of
printed records. This allows high-speed
reorganization and use of the log
records. The random occurrence of
transactions in real-time systems and
the lack of sequence in the resulting log
makes the ability to sort and reorgan
ize the transaction log efficiently es
pecially useful for analysis of groups of
transactions and for activity in specified
accounts.
The particular provisions made in
developing an audit trail should reflect
the uses to which it will be applied. An
audit trail represents much more than
just a means for the auditor to trace
transactions to the financial statements
and back. It is also a process by which
departmental charges and customer

Fig. 2 - AUDIT TRAIL DOCUMENTS
(Courtesy of McGraw-Hill Book Co.)
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charges can be traced back to transac
tions prompting them. It is a method by
which management can break summary
totals into their component parts for
varied analysis and operational evalua
tion. Last but certainly not least, the
audit trail provides a technique by
which records can be reconstructed,
should unexpected errors or destruction
of data occur.
Legal Requirements
for Audit Trails
Certain legal requirements also dic
tate the form and extent of audit trail
techniques. Of particular importance
are the requirements of the Internal
Revenue Service. Section 6001 of the In
ternal Revenue Code of 1954 requires
that “every person liable for any tax im
posed by this title or for the collection
thereof, shall keep such records, render
such statements, make such returns, and
comply with such rules and regulations
as the Secretary or delegate may
from time to time prescribe.” Section 2
of Revenue Procedure 64-12 indicates
that “the inherent nature of ADP
(automatic data processing) is such that
it may not be possible to trace transac
tions from source documents to end
results or to reconstruct a given account
unless the system is designed to provide
audit trails."Thus Revenue Procedure
64-12 provides, guidelines for record
requirements to be followed in cases
where part or all of the accounting

records are maintained within
automatic data processing systems.”
Revenue Procedure 64-12 has been
modified by Revenue Ruling 71-20.
Revenue Ruling 71-20 adds the reten
tion of machine-readable records to the
hard copy requirements of Revenue
Procedure 64-12. Ruling 71-20 holds
that punched cards, magnetic tapes,
disks, and other machine-sensible data
media used for recording, con
solidating, and summarizing accounting
transactions and records within a tax
payer’s automatic data-processing
system are records within the meaning
of Section 6001 of the Internal Revenue
Code 1954 and Section 1.6001-1 of the
Income Tax Regulations and are re
quired to be retained as long as the con
tents may become material in the ad
ministration of any internal revenue
law.
Advanced Systems
and the Audit Trail
One of the problem areas frequently
identified with real-time systems is the
potential loss of the traditional audit
trail. This is usually translated to mean
the absence of a hard copy source docu
ment. However, the question of
available hard copy source documents is
really not a matter of real-time versus
batch-processing systems or even of
remote input-output stations but rather
a matter of the data-recording technique
chosen. Thus many transactions in
itiated at remote locations (whether they
are going to be batched or to be process
ed in a real-time environment) are
recorded on a traditional source docu
ment before transmission to the com
puter. In these instances the auditor
must work out new logistics for relating
transactions as they appear in the
processing activities to the source docu
ment, but he does have the traditional
source document for reference. In other
environments, however, much effort has
been expended by the installation to
eliminate the relatively time-consuming
and error-prone process of manual
recording and subsequent transcription
of the data into machine-readable form.
In many real-time applications the in
itial recording of the transaction is done
directly on the terminal transmitting to
the central processing unit. In these cir
cumstances the principal protection
against destruction of the audit trail is
intentionally to cause the recording
process itself to produce some hard
copy. This can be done by attaching a
printer/typewriter capability to the
computer terminal/or by requiring

some other manual logging procedure at
the terminal.
There is a distinction between the
techniques that can be instituted to
provide a historical audit trail and those
techniques that are instituted to detect
and prevent errors from entering the
system. The use of a transaction log at
the installation to record all transac
tions transmitted to the central location
can be used subsequently to validate
transactions that were entered into the
system and to provide an historical
after-the-fact audit trail and batch con
trol for all transactions to particular
classes of master records. This transac
tion log, however, may not be a useful
tool for preventing errors from entering
the system, although it may help subse
quently to identify those errors that
have occurred. Techniques such as im
mediate feedback to the operator of a
terminal have much more value as error
prevention techniques.
Although the form of the audit trail is
changed in real-time systems, it can still
exist in a very usable form. Manage
ment of an installation finds it absolute
ly necessary to be able to reconstruct
records or trace the relationship
between transactions and their impact
on certain operating data. In addition,
there are the legal requirements imposed
by various government agencies such as
the Internal Revenue Service that re
quire the retention of certain historical
information. In some instances, in fact,
the audit trail provided by a welldesigned real-time system can be used to
even greater advantage by the auditor
than the previously existing trails.
An easy reconstruction technique
that the auditor can use to advantage is
the procedure by which master files are
dumped periodically for reconstruction
purposes. Essentially each copy or
dump of a file represents the capture of a
particular generation of that data file.
By comparing two generations of the file
and analyzing all of the differences
between the two balances of each ac
count, the auditor can determine
whether the differences between the first
and second balance are supported by
legitimate transactions or whether they
contain questionable changes. Further,
this procedure also immediately iden
tifies the addition of new records within
a master file or the deletion of old
records and allows the auditor to verify
the legitimacy of any new entries.
In those instances where the system
itself generates a transaction (as in the
automatic reorder function in an inven
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tory control system), it is important that
the system document the existence of
that machine-generated transaction by
producing some hard copy memoran
dum that can be verified by an indepen
dent check of the activity. It is precisely
this ability of a real-time system to
generate a transaction on its own, or the
ability of an operator to record a tran
saction on a terminal without producing
a printed copy of the transaction, that
leads to much of the concern regarding
the loss of the traditional audit trail. In
those instances where traditional source
documents are eliminated, additional
control procedures should be instituted
to control access to and use of the ter
minals. These techniques were discussed
in the previous section.
Many installations, in recording their
transaction logs, include both the user
code and the terminal identification on
all logged transactions. A transaction
log not only makes reconstruction of the
master files possible, but it can also be
used to provide documentation for in
dividual transactions. Thus the transac
tion log can be sorted daily by part
number or user code or terminal code to
print daily transaction journals and
forms that will facilitate verification of
the previous periods’ activities. A tran
saction log can also be summarized by
type of transaction to provide or con
firm summary information for control
accounts. Not only can a transaction
journal for all transactions of a given
type be printed, but these transactions
can also be sorted by master record or
control field to print a summary of all
the activity occurring to a particular
master record (or account) for a given
period.

Others Uses of
Audit Trail Techniques

The difficulties of associating in
dividual source documents or transac
tions with specific summary records
result not from real-time processing but
from the techniques of updating an in
tegrated file in which one transaction is
used to perform all updating to all
affected files simultaneously.
The
problem is one of ordering the source
documentation for those transactions in
such a way that they are easily accessible
to the auditor without requiring a search
through thousands of documents that
may be stored in a sequence other than
that which is currently needed. The so
lution to this particular problem comes
not with increased documentation of
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the transactions but with a carefully
planned method of organizing source
documents so that they are more easily
retrieved. It might be noted that the
concept of a transaction log discussed in
an earlier section of this article is one in
which this problem can be approached.
Transaction logs that contain within
the data stored identifying information
such as the transaction date, the transac
tion number, and the files to which a
transaction is posted allow the auditor
to use the computer to reorder that in
formation and to group it at his con
venience. Thus if an auditor wants to
look at all of the transactions posted
against a particular account on a par
ticular day, the transaction log can be
used to produce a listing of that infor
mation. As part of that listing the
specific physical location of the suppor
ting documents for the transaction can
be indicated. The real-time system in
troduces the possibility that the initial
source document may not exist. In these

instances, the transaction log can itself
become the system’s record or transac
tion documentation. On the other hand,
many systems use terminals that
produce hard copy records of transac
tions as they are entered, and these
documents can be stored at appropriate
locations where they are accessible and
useful to the user.
While the form of the audit trail may
change substantially, there is no reason
why the audit trail should disappear or
become unusuable. If careful thought is
given to the needs for audit trails at the
time the system is being designed, they
can be implemented in the system. In
most instances the introduction of suf
ficient controls and records to provide
an adequate audit trail benefits far more
than the auditor. Usually the same
techniques that provide adequate audit
trail for the auditor’s purposes are
equally valuable to the installation for
its own control and/or reconstruction
purposes.

